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Introduction  
 

Crime in general is not distributed randomly in space, nor is it evenly dispersed. This is backed up by 

various examples in scientific literature (Eck, et al. 2005). A non‐random spatial pattern implicates that 

factors exist that influence this distribution through underlying spatial relationships. This is not 

restricted to crime events, but applies to many phenomena of the human world (e.g. population 

distribution, epidemics, etc.). In order to better understand the phenomenon of interest, the factors 

influencing it must be identified. In this case, those are factors that have a spatial influence. 

 

Studies in different parts of the world have shown that terrorist attacks are also non‐randomly 

distributed, but rather clustered in space (LaFree and Bersani 2013, Rusnak, et al. 2012). This research 

project aims to identify factors that have a spatial influence on attack locations. This could be possible 

targets (e.g. places of worship) but also factors that increase the likelihood of an attack to occur without 

being the actual target (e.g. terrorist safe houses). Once these factors are identified for a specific study 

area (they most likely vary in different geographic areas), they can be used to estimate the spatial risk 

distribution. While the word “prediction” is often used in this context, it should be used with caution. 

Phenomena as complex as terrorism will most likely never be predictable in a way the weather is. 

However, the identification of spatial risk factors makes it possible to estimate where an attack is more 

likely to occur. This is crucial to distribute limited resources (financial, human, and temporal) as effective 

and efficient as possible to improve security measures and eventually foil attacks before they happen. 

 

Risk Terrain Modeling (RTM) is a statistical method developed to achieve this by measuring spatial 

correlations between crime events and locations that might increase or decrease the likelihood of crime 

to occur there. While it was developed to estimate the spatial distribution of “ordinary” crime, in this 

project it is applied to terrorism, for which comparable research is rare. 

 

The study area chosen is the city of Belfast, mostly for reasons of data availability. The method used 

however, is applicable for any geographic region at any scale, as long as quality data with a high 

positional accuracy (accurate for the scale of application) can be obtained. 

 

Methodology and Data 

 

RTM is a spatial crime analysis method developed by Les Kennedy and Joel Caplan at the Rutgers Center 

on Public Security (RCPS) at Rutgers University. It is based on the finding that features of a landscape can 

influence and enable behavior. The method uses a Geographic Information System (GIS) to link these 

features of the real world to locations on a digitized map.  

 

This approach is not limited to crime analysis, but can be applied to any outcome event for which risk 

factors can be identified. A famous historic example of how this approach has been used long before RTM 

in its present form was developed, is Dr. John Snows cholera map from 1855. While he did not use 
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statistical testing, he was aware of the underlying spatial relationships between cholera deaths and the 

locations of public wells in London. He created a map and noticed the clustering of deaths around a 

certain pump, which turned out to be contaminated (Snow 1855). These underlying spatial relationships 

are not unique to cholera deaths, but to many human phenomena, including crime and terrorism.  

 

RUSNAK et al. (2012) used the RTM approach to analyze the risk of terrorist attacks among Turkish cities. 

Due to a lack of address‐level georeferenced data at that time, the method was applied at a macro level, 

estimating the risk for provinces across the whole of Turkey. For this study, correlates of terrorism were 

categorized into three general layers of risk: attractor, infrastructure, and crime terrains. The attractor 

terrain includes data on structure or individuals that could entice terrorists to attack a particular 

location. For Turkey two correlates of this type were found: number of assembly members1 and number of 

mosques. The infrastructure terrain includes data on issues that can aggravate political/socioeconomic 

situations and turn cities into breeding grounds for terrorism. Four factors were identified for Turkey: 

socioeconomic development, net trade, city development, and population size. Finally, the crime terrain is 

included to control for “ordinary” crime that has been falsely attributed as terrorism. The number of 

murder convictions was the only correlate of this type used. A risk terrain at the macro level was created 

using these seven factors. While this result is essential, for example, for distributing budget to counter 

violent extremism, the risk distribution on the micro level is highly important for more specific counter 

measures and police work (number and distribution of police patrol cars, video surveillance, etc.) Micro 

level results, however, require micro level data, i.e. point data with exact latitude and longitude 

information. The correlates identified by RUSNAK et al. cannot be tested for correlation at the city level 

because the data is aggregated to provinces. 

 

In general, there are two types of risk factors that can influence an outcome event: aggravating and 

protective factors. For example, if the crime type robbery was analyzed, a possible aggravating risk factor 

could be the distance to ATMs, while a possible protective risk factor could be the distance to police 

stations. Factors that could be related to an outcome event have to be identified through review of 

empirical literature or expert consultation first and can then be tested for spatial correlation with the 

outcome event locations in a specific study area. Only factors that show a statistically significant spatial 

correlation are used to create a risk terrain map that shows in which parts of the study area crime is 

more likely to occur (Kennedy and Caplan 2010). The two biggest advantages of this method are the 

identification of risk in places where no or little crime has occurred yet and the reduction of bias by 

relying on a correlation analysis rather than on local knowledge only. The perception of risk distribution 

and the actual risk distribution might be very different, therefore statistical testing can be helpful in 

identifying where risk really is the highest. Multiple studies have also shown that by using RTM, the 

forecasting of crime was more accurate than by using traditional hotspot mapping (only takes into 

account where crime has happened in the past) (Kennedy and Caplan 2010). The following three key 

concepts are important to understand how RTM works: 

 

                                                        
1 Migration of the population to safer parts of the country decreased the number of assembly members in their places of origin 

since the number of assembly members in Turkish provinces is calculated according to the population of a city.  
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• Spatial influence: Refers to how features of the environment affect behavior at or around the 

feature itself. For example, if the proximity to places of worship was found to be a significantly 

correlated to terrorist attacks, then the spatial influence would be the radius (e.g. 100 meters) 

around places of worship that is considered to be influenced by the presence of that risk factor. If a 

risk factor is based upon density rather than proximity, the spatial influence also describes a 

distance, but risk values depend on the density of features within this distance. 

 

• Risk: The term risk is defined differently in scientific literature, but in the context of RTM it refers 

to the likelihood of a criminal event to occur, based on what is known about correlates of that 

event. RTM assumes some level of risk at any place, but because of the spatial influence of known 

correlates, some places are at a higher risk than others. 

 

• Place: Here referred to as a micro‐level unit, defined by a raster cell, which represents a real 

world location (Caplan, Kennedy and Piza 2013). 

 

Based on these concepts a software called the Risk Terrain Modeling Diagnostics (RTMDx) Utility was 

developed at RCPS, which automates most analysis steps. While the professional version produces the 

final risk terrain map as a GeoTIFF image, the educational version used in this project does not, making a 

few extra data preparation steps necessary. These are performed in the GIS software ArcGIS after the 

computation in the RTMDx Utility. 

 

Before any analysis can be started, the user needs to decide on a study area and a time period for which 

data are obtained. In this case incidents in Belfast that happened between 2005 and 2014 were used. In 

general, it is not advisable to use very long time periods, because locations of some possible risk factors 

are likely to change over time. However, it also depends on the frequency with which events of this type 

happen. Terrorist attacks are usually less frequent than robberies or drug crimes, so in order to generate 

the same sample size, terrorist incidents from a longer time period have to be selected. 

 

Data that were obtained to perform the RTM for Belfast include locations (latitude/longitude or 

addresses which can be converted to coordinates) of: 

 

• Terrorist attacks (Global Terrorism Database) 

• Possible risk factors (see Table 1, page 12) 

• Spatial base data (see Table 2, page 13) 

 

Before the actual RTM is performed, an additional analysis step is computed to identify patterns in the 

spatial distribution of terrorist attacks within the selected time frame and study area. Because RTM 

should be used for data with a non‐random spatial distribution, it is tested first whether this is the case 

for terrorist attacks in Belfast between 2005 and 2014. 
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Background 

 

In order to understand why certain factors were tested for spatial correlation with terrorist attacks in 

Belfast, background information on the conflict in Northern Ireland is important. The unified United 

Kingdom and Ireland was divided in 1921, resulting in the Republic of Ireland and the United Kingdom 

with its constituent unit of Northern Ireland of which Belfast is the capital. Figure 1 shows the study area 

and its location on the north eastern coast of the Irish island. 

 

 

At the time of the separation of the unified United Kingdom and Ireland, the majority of the population in 

Northern Ireland was Protestant (~ 65%) with a Catholic minority (~35%). Most members of the two 

religious groups also had different political goals. While most Catholics consider themselves Irish rather 

than British, the opposite is the case for Protestants. Most Catholics are nationalists in political outlook, 

while Protestants are loyalists. Nationalists would like to see a reunited Ireland, while loyalists wish to 

remain part of the United Kingdom. Northern Ireland had their own parliament and considerable 

autonomy within the United Kingdom, but political tension was constant from the beginning. It escalated 

during a civil rights movement in the 1960s when Catholics campaigned for equal access to political 

power, social provision, and cultural recognition. Their demands were met with resistance from the 

unionist side. To restore order, the government in London deployed the British army to Northern Ireland, 

which in turn led to the formation of militant groups on the Nationalist side, namely the Irish Republican 

Figure 1: Location of the study area on the Irish island 
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Army (IRA). This again led to violence from Protestant loyalist militants who felt threatened. The main 

paramilitary group on the loyalist side was the Ulster Volunteer Force (UVF). The local Northern Ireland 

government was unable to control the situation and was abolished by the parliament in London in 1972. 

The conflict, also known as “The Troubles” became increasingly violent and tit‐for‐tat killings became an 

almost daily routine. This went on for decades, killing over 3,500 people and injuring many more. The 

Good Friday Agreement from 1998 officially ended the conflict, but occasional violence is still ongoing to 

the present day, even though the vast majority of the population no longer supports it (Darby 2003). 

 

The Global Terrorism Database (GTD) lists 261 incidents for Belfast after April 10th 1998, the day of the 

Good Friday Agreement, with an average of 15 attacks per year (not including 2015, as data is currently 

only available for the first half of the year). Although this is much lower than during the Troubles, it 

cannot be ignored that violence is still present. A closer look at the data also reveals that the number of 

attacks per year has increased again in the last ten years, according to the GTD.  

 

The city of Belfast also shows a strong spatial segregation to the present day, dividing neighborhoods of 

different confessions by walls and fences. Figure 2 shows a map of the percentage of Catholics at “Small 

Area” level (Small Areas are administrative units in Northern Ireland) representing data from the official 

2011 census. While this map only shows the percentage of the Catholic population, Protestantism is the 

other dominant sect in Belfast (and Northern Ireland) according to the census data. This means areas 

with a low percentage of Catholics usually have a high percentage of Protestants and vice versa. 
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Areas in Figure 2 that are represented in dark orange are therefore considered Protestant 

neighborhoods. While the east of Belfast is dominated by Protestant population, the west is divided into 

Protestant and Catholic areas. The south and north mostly show neighborhoods with mixed confessions. 

The red lines on the map are the so called peace lines, walls as high as 6 meters separating Catholic and 

Protestant neighborhoods. Originally they were barricades built by the communities themselves during 

the most intense years of the conflict. Later they were turned into high fences and walls that were not 

taken down even after the official end of the Troubles (Melaugh and Lynn 2005). 

 

The map in Figure 2 shows the strong geographic segregation of sects in Belfast, which is important to be 

aware of, in order to understand the spatial distribution of terrorist attacks in the city and the choice of 

some of the risk factors tested in later steps of the analysis. 

 

Figure 2: Percentage of Catholics in Belfast in 2011 
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Implementation & Results 

 

Before the analysis can be performed, data preparation has to be done in order to reach a satisfying level 

of positional accuracy for the terrorist attacks listed in the GTD. This is necessary because exact locations 

are only available for part of the data. While data from 2014 were generally of high positional accuracy, 

incidents between 2005 and 2013 had to be reviewed and in many cases re‐geocoded or removed so that 

results would not be distorted. The sample size for this analysis consists of 113 incidents that either had 

a high enough positional accuracy or could be re‐geocoded. Figure 3 shows the distribution of all 

included attacks. 

 

 

Figure 3 shows an interesting attack pattern across the city. Visual clusters (not to be mistaken with 

statistically significant clusters) appear in the center of the city as well as to its east and northwest. 

Attacks have also occurred in the southwest of the city, but with a seemingly lower density. The southern 

and eastern outskirts of Belfast seem less affected as well as some neighborhoods in the north. This map 

shows where attacks have happened and where they have not since 2005. However, points can overlap, 

so the number of attacks at one location is not represented. 

 

As mentioned previously, locations of terrorist attacks have been proven to cluster in space in multiple 

studies in different countries at different scales. While it is very likely that this is also the case for 

Figure 3: Location of terrorist attacks in Belfast between 2005 and 2014 
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terrorist attacks in Belfast, a statistical test called the Average Nearest Neighbor is performed in ArcMap 

to verify this. While this is not an official analysis step of RTM, it indicates whether or not the application 

of RTM is actually reasonable in a specific study area for the selected time period.  

 

The Average Nearest Neighbor test measures the average distance between each attack location and its 

closest neighbor and compares the result to the expected average distance if the spatial distribution was 

random. The result is an index value indicating clustering if < 1, random distribution if close to 1, and 

dispersion if > 1. While the area size is only an optional parameter, the result is more representative if it 

is specified (ESRI 2016). The test result for the distribution of terrorist attacks in Belfast is shown in 

Figure 4. 

 

Figure 4 shows an Average Nearest Neighbor index of 0.62 with a z‐score of ‐7.75 and a p‐value < 0.01. 

This means that the pattern is spatially clustered and the test result is statistically significant at the 0.01 

level. This leaves a likelihood of less than 1% that the pattern of terrorist incidents in Belfast between 

2005 and 2014 is the result of random chance. Based on this result, it is reasonable to look for factors 

influencing the spatial distribution of attacks by applying RTM. 

 

Aside from attack locations, a variety of other datasets have to be obtained too, in order to analyze spatial 

correlations. This includes any high quality data available for the study area that could possibly have an 

aggravating or mitigating spatial influence on the distribution of attacks. Because not a lot is known about 

spatial correlates with terrorist attacks, the testing is of a rather experimental nature. 

 

Figure 4: Result of the Average Nearest Neighbor test 
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Factors that could increase the risk of a terrorist attack to occur at a certain location are likely to be 

identical with the targets themselves in some cases. For example, an attack by religious extremists could 

target a place of worship or a person of different believe. In many cases, the easiest way to target people 

of a different belief is to target them at a place where they are likely to be found, therefore a place of 

worship. The same can be assumed for politically motivated terrorism. If the target is an opposing 

political party, the party office could be attractive for terrorists. Of course people can also be attacked at 

their homes or elsewhere, but targeting facilities related to peoples believes, political opinions, etc. 

increases the chance of attacking the intended target. It can also increase the number of casualties if that 

is the terrorist’s goal, because many people gather in these locations. This factor is also important when it 

comes to terrorism that does not aim at a specific person, but rather aims for a high number of fatalities. 

If this is the case, places have to be considered that do not necessarily have a link to politics, religion, 

ethnicity or similar, but simply have in common that they are heavily frequented. 

 

Another factor are critical infrastructure facilities (which might overlap with targets mentioned above). 

These facilities are important for the functioning of a nation or city and are targeted to disturb or destroy 

this functioning. Examples for critical infrastructure are health facilities, transport, emergency services, 

etc. (Department of Homeland Security 2015).  

 

The following locations listed all match one or more of the above descriptions of possible targets and 

therefore might have an influence on the spatial distribution of terrorist attacks. Additionally, there are 

factors listed that might not be actual targets, but could have an aggravating or mitigating effect on the 

occurrence of attacks (e.g. peace walls in the case of Belfast). The points listed below include locations 

that should be tested for spatial correlation. It is not a complete list of risk factors, as for some no 

(reliable) datasets were available and therefore could not be included (e.g. military bases). Some risk 

factors below are relevant for Belfast only and are tested for spatial correlation due to evidence from the 

GTD that suggests that these locations could have an influence in this specific geographic area. 

 

Target categories and subsets include the following: 

 

• Banks 

• Cafes 

• Cinemas and theatres 

• Council property (council offices, community service facilities, cemeteries, etc.) 

• Educational facilities (schools, universities and colleges) 

• Fire stations 

• Government buildings (ministries, parliament, city hall, prisons) 

• Health facilities (ambulance stations, hospitals) 

• Hotels 

• Places of worship 

• Police stations 

• Pubs and bars 
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• Public transport (railway stations, bus stops, taxi stands, airports) 

• Restaurants 

• Shopping centers 

• Tourist attractions (monuments, museums, memorials, sights, tourist info, travel agents, 

viewpoints) 

 

Possible additional risk factors: 

 

• Murals (paintings on houses in Belfast often related to the political/religious conflict): This is a 

risk factor specific for Belfast. While the murals themselves have most likely changed during the 

time period analyzed, their locations are used as proxies for nationalist and loyalist strongholds. 

• Gate locations to cross peace lines: This is a risk factor specific for Belfast. Locations where people 

can enter a nationalist or loyalist community were of interest, but because gate locations were not 

available, endpoints were used instead. 

• Parking lots: This is a risk factor specific for Belfast. While parking lots themselves are not 

considered the immediate target, they have become stages for sectarian crime in Belfast in the 

past and are therefore tested for correlation. 

 

In the RTM compendium, which lists possible risk factors for different crime types (not for terrorism 

though), other criminal activity is listed as a possible correlate for many of them. For example, drug trade 

has been found to be related to locations of aggravated assault. It is possible, that locations of some 

“ordinary” crime types also correlate with locations of terrorist attacks. The reason why crime data were 

not included in this analysis, is because crime data could not be obtained for the same time period but 

only dating back to 2010.  

Available datasets for the factors listed above were searched for and added to Table 1 along with their 

source, number of features included in the dataset, and eventual adjustments made after their download. 

Data obtained represent the best publicly available datasets, however, especially for OpenStreetMap it 

cannot be guaranteed that datasets are 100% valid and complete. 

 
Table 1: Obtained risk factor data for Belfast 

Dataset Source Number of 

Features 

Adjustments 

Ambulance 

stations 

Spatial Northern Ireland – Northern Ireland 

Ambulance Service 

5 ‐‐ 

Banks OpenStreetMap 29 ‐‐ 

Bars OpenStreetMap 27 ‐‐ 

Cafes OpenStreetMap 44 ‐‐ 

Cinemas & 

theatres 

OpenStreetMap 11 ‐‐ 

Council property Spatial Northern Ireland – Northern Ireland Councils 194 ‐‐ 

Fire stations OpenStreetMap 5 ‐‐ 

Government 

buildings 

Northern Ireland Executive 

Belfast City Council 

15 Geocoding of address data 
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Hospitals OpenStreetMap 

Spatial Northern Ireland – Department of Health, 

Social Services & Public Safety 

8 Moved to centroids of buildings, 

removal of false locations 

Hotels OpenStreetMap 31 ‐‐ 

Loyalist murals Virtual Belfast Mural Tour 79 ‐‐ 

Nationalist murals Virtual Belfast Mural Tour 44 ‐‐ 

Parking lots OpenStreetMap 22 ‐‐ 

Peace Lines Northern Ireland Statistics & Research Agency 52 ‐‐ 

Places of worship OpenStreetMap 91 ‐‐ 

Police stations Spatial Northern Ireland – Police Service of Northern 

Ireland 

17 Moved to centroids of buildings 

Public Transport OpenStreetMap 174 ‐‐ 

Pubs OpenStreetMap 40 ‐‐ 

Railway stations Spatial Northern Ireland – Translink 11 ‐‐ 

Restaurants OpenStreetMap 72 ‐‐ 

Schools Spatial Northern Ireland – Department of Education 196 ‐‐ 

Shopping centers OpenStreetMap 

Mapquest 

13 Datasets of both sources were 

merged 

Tourist 

attractions 

OpenStreetMap 30 ‐‐ 

Universities & 

colleges 

OpenStreetMap 15 ‐‐ 

 

Additional spatial base data had to be obtained also, for multiple reasons. A dataset containing the 

boundary of the study area is necessary to specify the extent of the analysis. A street network for the 

same area is included not only for the purpose of geographic orientation, but also because the average 

block length is a required analysis parameter in the RTMDx Utility and can be calculated from the 

network. 

Further, datasets of water bodies, forest areas, and grasslands are obtained as well. They are not included 

in the analysis itself, but are displayed in the resulting map to provide background information. Not 

including these could lead to wrong interpretations such as identifying a “coldspot” (area with absence of 

criminal activity) as a safe area, while in reality it is, for example, the location of a lake. Table 2 lists the 

geo base data obtained as well as their sources and possible adjustments made. 

 
Table 2: Geo base data for Belfast 

Dataset Source Adjustments 

City boundary Northern Ireland Statistics & Research Agency ‐‐ 

Forests & grasslands Copernicus Land Monitoring Services Land cover rasters converted to 

simplified polygons 

Street network OpenStreetMap ‐‐ 

Water bodies Spatial Northern Ireland – Northern Ireland Environment 

Agency 

Lakes added, River Lagan edited 

 

The 24 datasets listed in Table 1 have to be tested for significant spatial correlation with the attack 

locations from the GTD. Only significantly correlating risk factors are included in the final model. The 
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RTMDx Utility takes in data in shapefile format (.shp) and can test up to 30 risk factors at a time for 

spatial correlation with the chosen outcome event (Caplan, Kennedy and Piza 2013). 

It requires the following data and parameters as input: 

 

• Boundary of the study area: Belfast city boundary 

• Outcome event data: terrorist attack locations in Belfast between Jan. 2005 and Dec. 2014 

• Model type: aggravating 

• Average block length in the study area: 80m 

• Cell size for output: 50m 

• Risk factor locations: see Table 1 

• Operationalization type: proximity and density 

• Spatial influence: 160m (2 block lengths) 

• Analysis increments: whole blocks 

 

The choice of parameters is up to the user, but should be made with caution. The cell size recommended 

by the developers of RTM is approximately half a block length, but the RTMDx Utility prevents the size to 

go below 50m (this can be changed if desired by unchecking the “Locked” option). The operationalization 

type is set to both proximity and density because no empirical evidence is available that suggests a 

specific type for any of the risk factors. The spatial influence can be set to a maximum of four block 

lengths, but is here set to two block lengths because most of the tested risk factors are possible targets at 

the same time, so attacks are assumed to happen either at the same location as the risk factor or very 

close‐by. The analysis increments are left at the default of whole blocks (half blocks can be tested too but 

significantly increase computation time). 

 

In a first run, all possible risk factors identified are tested for a positive spatial correlation with attack 

locations. The tests are run a second time using the same parameters but with only those risk factors that 

did not prove to be positively correlated. For the second run the model type is also set to “protective” to 

see if some negative relationships exist too. However, in this case no significant negative spatial 

correlations were found and only results from the aggravating risk model are further discussed. 

 

Compared to manual methods, the RTMDx Utility uses superior statistical methods to test  risk factors for 

correlation. Input vector datasets are overlaid with a raster and further processed in raster format using 

the cells as units of analysis. For each of these cells variables are calculated that measure whether a raster 

cell is within a certain distance of a risk factor or in an area of high concentration of a risk factor. For both 

types a kernel stamping approach is used to determine which cells fall into the desired area based upon 

cell centroids. Proximity calculations use a uniform kernel, representing variables with 0 (not within 

distance), 1 (within distance) or ‐1 (within distance but with a protective effect). Density calculations use 

an Epanechnikov kernel, also assigning values between ‐1 and 1. Variables can represent high‐density 

(+2 standard deviations above the mean) and low density (below +2 standard deviations above the 

mean). All values are then assembled into a table where rows represent raster cells and columns 
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represent binary variables. Additionally, the number of crimes per cell is calculated too and used as the 

outcome variable. 

 

This process leads to a high number of variables, especially when a lot of risk factors are tested, which 

could result in spurious correlations simply due to the number of variables tested. To prevent this effect 

from distorting the results, the RTMDx Utility uses cross‐validation to build a penalized Poisson 

regression model. Through this, model variables are selected that are potentially useful. Significant risk 

factors are selected through an iterative process of Bayesian Information Criterion score calculations 

balancing how well the model fits the data against the complexity of the model (Heffner 2013). 

 

Table 3 shows the results provided by RTMDx including four significantly correlating risk factors. The 

spatial distribution of these risk factors in Belfast is shown in Figure 5. 

 
Table 3: RTMDx Utility results showing significantly correlating spatial risk factors 

Type Name Operationalization Spatial Influence Coefficient Relative Risk Value 

Rate Peace Line Endpoints Proximity 160m 1.9017 6.6973 

Rate Shopping Centers Density 160m 1.9009 6.6919 

Rate Nationalist Murals Density 160m 1.8079 6.0976 

Rate Council Property Proximity 160m 0.9757 2.6531 

Rate Intercept ‐‐ ‐‐ ‐6.5169 ‐‐ 

Overdispersion Intercept ‐‐ ‐‐ ‐1.3537 ‐‐ 

 

Table 3 lists the four risk factors of peace line endpoints, shopping centers, nationalist murals, and 

council property. While peace line endpoints and nationalist murals are considered risk factors only, 

council property and shopping centers are also possible targets for attacks. Table 3 also provides 

information on the operationalization type, spatial influence, and regression coefficient of each risk 

factor, which are important to produce the final risk terrain map. Interestingly, loyalist murals did not 

show a significant spatial correlation for the time period selected. This does not necessarily mean that 

loyalist communities were attacked less frequently, but their mural locations are not significantly related 

to attack locations.  
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Figure 5 shows where the different risk factor types are located within Belfast. Shopping centers and 

council property show a higher concentration in the city center, while endpoints of peace walls and 

nationalist murals can be found in neighborhoods not so centrally located (mostly to the center’s west 

and north with the exception of the Ballymacarrett neighborhood in the east). The outskirts only show 

occasional risk factors, mostly council property. 

 

Because the educational version of the RTMDx Utility is used in this project, the software output does not 

include the risk terrain layers themselves but rather the regression formula and an instruction on how to 

create them within a GIS. Automation is advisable because some computations have to be repeated for 

each risk factor. This can be done through the use of, for example, ArcGIS model builder or a python 

script.  For this project a python script was written, which can be used as a script tool in ArcGIS, meaning 

the user can input their own data and parameters to turn the output of the RTMDx Utility into a risk 

terrain map. 

 

For proximity type risk factors, buffers have to be created using the distance shown in the spatial 

influence field. For density type risk factors Kernel Density Estimations (KDEs) are computed using the 

spatial influence as the search radius (bandwidth). Figure 6 shows how the risk factor peace line 

endpoints was operationalized using a buffer of 160m, Figure 7 shows a KDE of nationalist murals with a 

bandwidth of 160m.  

Figure 5: Spatial distribution of risk factors identified for Belfast 



   National Consortium for the Study of Terrorism and Responses to Terrorism  

A Department of Homeland Security Science and Technology Center of Excellence 

          

Estimating Spatial Risk Distribution of Terrorist Attacks by Applying Risk Terrain Modeling 17 

 

 
Figure 6: Operationalization of a risk factor based upon proximity 

 
Figure 7: Operationalization of a risk factor based upon density 

 

For risk factors based upon proximity in this model, all cells within the buffer distance of a risk factor are 

considered to be at risk, while all cells outside are considered to be at no risk. Therefore, raster cells have 

to be assigned new values, 0 for no risk (outside the buffer) and 1 for risk (inside the buffer). 

 

The density maps also have to be reclassified assigning the value 1 to all cells with a value higher than +2 

Standard Deviations (SD) above the mean and the value 0 to all other cells. While the output of a KDE 

usually is in a raster format (ArcMap), buffers of the proximity type risk factors have to be converted 

from vector to raster before they can be combined. 

 

Once binary rasters are created for all significantly correlating risk factors they can be stacked using map 

algebra. Figure 8 shows how map algebra works for an unweighted risk terrain model. 
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An unweighted risk terrain model is used, if all risk factors have the same influence on the outcome 

event, which in reality is very unlikely. The RTMDx Utility computes a regression analysis for all 

significant risk factors. Coefficients are listed in Table 3 and are used as weights when the risk terrain 

layers are combined. This means, values in each raster are multiplied by the coefficient listed for each of 

them. In this case the endpoints of peace walls have a higher influence on the spatial distribution of 

attacks than for example nationalist murals, therefore they are assigned a higher weight. 

 

This computation can be done within ArcMap using the Raster Calculator. The result is the risk terrain 

map showing the final values. Some minor adjustments still have to be made to symbolize the result in a 

meaningful way. 

 

Grouping the data into different classes rather than assigning every unique value its own color gradation 

makes the result easier to read. Which classification method to use is generally up to the user, but the 

decision should be made with thought. Different methods lead to different results of which neither is 

incorrect, but some are more suitable for certain data distributions or analysis purposes (e.g. data‐

specific methods such as Jenks Natural Breaks or SD should not be used for comparison of multiple maps) 

(ESRI 2016). In this case SD was chosen to create class breaks, which show how much a feature’s 

attribute varies from the mean. Class breaks are created with equal value ranges that are a proportion of 

the SD (here 1 SD was used but ½, ⅓, and ¼ SD are also possible in ArcMap). Applying this classification 

method to this specific data distribution leads to the following risk classes shown in Table 4: 

Figure 8: Combining layers through map algebra (unweighted) 

Source: (Kennedy und Caplan 2010) 
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Table 4: Grouping of final risk values to classes of lowest to highest risk 

Level of Risk Class Breaks Color in Risk Terrain Map 

Lowest risk < Mean ‐ 0.5 SD  

Low to medium risk Mean ‐ 0.5 SD to Mean + 0.5 SD  

Medium to high risk Mean + 0.5 SD to Mean + 1.5 SD  

Highest risk > Mean + 1.5 SD  

 

Cells in the lowest risk class are represented in grey because they have a comparatively low risk for 

attacks and are therefore not of high interest for policing and security measures. Figure 9 shows the final 

risk terrain map for terrorist attacks in Belfast. 

 

Figure 9 shows an overview of the estimated risk distribution of terrorist attacks in Belfast based on the 

four risk factors of peace lines endpoints, shopping centers, nationalist mural paintings, and council 

property. Figure 10 shows the same result in more detail focusing on the areas of highest risk at the ward 

level (wards are subdivisions of Belfast). 

 

Figure 9: Final risk terrain map for terrorist attacks in Belfast (overview) 
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The result in Figure 9 and Figure 10 shows an interesting pattern of spatial risk distribution. The highest 

risk values (dark red) lie east and north west of the city center in six main neighborhoods: 

 

• Ardoyne/Woodvale (Catholic/Protestant) 

• Ballymacarrett (Catholic/Protestant) 

• Falls (Catholic) 

• New Lodge/Duncairn (Catholic/Protestant) 

• Shaftesburry (rather Protestant) 

• Waterworks (Catholic) 

 

These neighborhoods have been targeted repeatedly in the past and have multiple risk factors close‐by. 

The highest risk is present where the spatial influence of different risk factors overlap, for example, in the 

city center (Shaftesburry and Falls) where distance buffers around council property overlap with areas of 

a high density of shopping centers. The highest risk value of 118.9 (the lowest value is 1.0) is found in an 

area located in the north of the New Lodge neighborhood. Its increased risk value is the result of three 

risk factors (peace wall endpoints, shopping centers, and council property) being located there. Figure 11 

shows an aerial image of the described area and the risk factor locations that increase the risk there. 

 

Figure 10: Final risk terrain map for terrorist attacks in Belfast (detail) 
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The nationalist murals that are shown at the left edge of the image are also risk factors, but not within the 

spatial influence of 160m, therefore they have no impact on these very high values. 

Areas of medium to high risk (medium red) are found surrounding areas of highest risk, but also in the 

west of the city where risk values are generally a little bit lower. These neighborhoods include: 

 

• Falls (Catholic) 

• Beechmount (Catholic) 

• Whiterock (Catholic) 

• Falls Park (Catholic) 

 

One small medium red area is noticeable in the west of the city located at the border between Upper 

Springfield and Highfield, in a part of the city covered by grassland. How can this location be at medium 

to high risk when it is located outside of the populated area? The reason is a long peace wall ending at 

this point. Because RTM assigns the same weight to every risk factor of the same type, this endpoint is 

considered to be at the same risk as any other endpoint of a peace wall. In reality, this is unlikely because 

even though this wall separates neighborhoods of different religious beliefs, the location is outside of the 

populated area of Belfast and targets (both buildings and people) will be difficult to find there. 

Figure 11: Aerial image of a high risk area showing multiple risk factors loacted close-by 
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Areas of low to medium risk (bright red) are scattered throughout the city and can even be found in the 

otherwise less affected outskirts of Belfast. Interestingly though, large parts of the city center also fall into 

this risk class even though there are areas of highest risk close by. While areas of highest risk in the 

center show an increased density of shopping centers and close proximity to council property, lower risk 

zones close‐by are the result of the presence of council property only. Other areas where only one risk 

factor is present still have higher risk values, because their correlation with attack locations is stronger 

and therefore their weight is higher within the model. 

 

While these results show visual hot spots of risk in certain areas of the city, they do not show statistically 

significant hotspots. The choice of classification method and colors have an impact on the appearance of 

the map. To be statistically significant, a group of cells must have high values and be surrounded by other 

cells with high values (hotspots). The same applies to groups of cells with low values surrounded by low 

values (coldspots). To find out if the visual clusters are also statistically significant clusters, the Getis‐Ord 

Gi* or Anselin Local Moran’s I can be applied (both can be found within the ArcMap toolbox). Figure 11 

shows the result of the Anselin Local Moran’s I test (called cluster and outlier analysis in ArcMap) that 

identified various hotspots within Belfast and no significant coldspots. 

 

 

The areas outlined in black are hotspots with a p‐value of < 0.05 (most of these cells also have a p‐value 

of < 0.01) while the rest of the cells are not significant at all (the vast majority of the cells in the study 

Figure 12: Statistically significant hotspots identified through the Anselin Local Moran’s I test 
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area). Apart from hot‐ and coldspots (clusters), the Anselin Local Moran’s I also identifies spatial outliers, 

cells that have a high value surrounded by cells with low values and cells with low values surrounded by 

cells with high values. In this analysis, no significant high‐low or low‐high outliers were found.  

Figure 12 shows that significant hotspots include all cells of the two highest risk classes and a few cells of 

low to medium risk. 

 

Summary & Conclusions 

 

RTM proved to be a very useful method to estimate spatial risk distribution of terrorist attacks. Of all 

possible risk factors it identifies those that have a significant spatial correlation with attack locations in a 

study area. The result is a risk terrain map, showing which areas to focus on to prevent attacks from 

happening, even if no attacks have occurred there yet. This method also reduces bias, as it relies on 

statistical testing rather than assumptions of what increases or decreases risk. The RTMDx Utility is an 

easy to use software that automates the most arduous tasks of RTM, especially when the professional 

version is used. However, terrorism has very unique characteristics compared to “ordinary” crime (for 

which RTM was developed) and there are a few points that have to be considered when performing such 

an analysis: 

 

• Exact coordinates of both, risk factor and attack locations, are crucial for a meaningful result. If 

attack data are geocoded to city or neighborhood centroids, the data is useless for spatial 

correlation analysis on the city level. Street junctions or center points (for short streets only) can 

also be used if no exact address can be found, but should be avoided.  

Regarding the risk factor data, it can be problematic when facilities are very large, such as 

hospitals or universities. If polygon data is available, conversion to multiple points is possible. 

However, if only centroid points are available in the first place, some correlations might be missed 

due to the increased distance between the center and the edge of a feature. For both, attack and 

risk factor data, a high positional accuracy is important. 

• Terrorist attacks happen with a lower frequency than most other crime types, therefore it can be 

necessary to use data from a longer time period to get a certain sample size. However, incidents 

also should not date back too far, as the environment of any study area changes over time. If data 

is too old, it might be tested for correlation with risk factors that were not at that location at that 

time. Also risk factors that existed earlier during the chosen time period, but do not anymore and 

are therefore not included in the datasets, would be missed. Generally, data should be from the 

same time period if available and the shorter this period is, the higher the chance that the 

environment has not changed significantly. 

• Motivations behind terrorism are very complex compared to, for example, robberies. These 

motivations can have a strong impact on attack locations. In the case of Belfast, locations related to 

the sectarian conflict (peace walls and murals) were, among other factors, correlated with attack 

locations. These risk factors are related to attacks in Belfast and might also be in some other parts 

of Northern Ireland, however, for other study areas this most likely is not the case. Risk factors 
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with a significant positive correlation in one study area can be non‐existent, non‐correlated, or 

negatively correlated in another. RTM in spatial crime analysis is sometimes applied “ad‐hoc”, 

meaning correlation is not tested beforehand and risk factors that were found correlating in other 

studies are considered to correlate anywhere. For terrorism this is not advisable and will likely 

lead to wrong results. If the same four risk factors found in this study were used to estimate risk 

in, for example, Jerusalem, one would run into problems as murals comparable to those in Belfast 

do not exist and council property and shopping centers might not be relevant for terrorists there. 

The wall between Israel and the West Bank could be compared to the walls in Belfast, but there is 

no guarantee that there is a correlation with attack locations. This is just an example to emphasize 

how risk factors can be very unique to certain geographic areas. While they can (if they exist) also 

correlate in other parts of the world, testing for statistical significance is crucial for a meaningful 

result. 

• Some risk factor locations might not be (publicly) available, for example, military bases, terrorist 

safe houses, or in the case of Belfast residences of people convicted of a sectarian crime. These and 

similar locations could have an impact on the spatial distribution of terrorist attacks, but for this 

study could not be obtained. If the method is applied by authorities that have access to certain 

classified datasets, additional factors could be tested and could eventually improve the model.  

• RTM is generally applicable to any study area and any scale. However, two things are important: 

the presence of terrorist attacks and a variety of available spatial data to test for correlation. 

Research on available data for both showed that in most cases, high quality spatial data of 

locations of interest are available for areas with very few terrorist attacks and vice versa. This was 

the main reason Belfast was chosen for this study, but once more high quality location data are 

available for those regions of the world most affected by terrorism, further opportunities for 

applying RTM emerge. 

• Another point to consider is the setting of parameters. The RTMDx Utility lets the user decide on 

parameters such as cell size, model type, operationalization type, spatial influence, and analysis 

increments (the block length can also be set manually but should equal the calculation result from 

the street network). The output of the RTMDx Utility will always represent the best model for the 

data and parameters used as the input, however, it has to be taken into account that different 

settings will produce different results. While none of the results are ever wrong, there might be a 

better model for the data analyzed, if other input risk factors and parameters are chosen. Settings 

should generally be chosen with thought and discussed before results are presented. This ensures 

that whoever views the result of an RTM analysis is aware that the result might only be valid for 

the specific parameters used. 

• Another limitation of RTM is the missing possibility for intra risk map layer weighting. While 

each layer can be assigned a unique weight according to their importance, individual locations 

within one layer all have the same weight. The problem here is, it is very unlikely that every place 

of worship or every government building is at the same risk of being attacked. There are many 

factors that could possibly influence this risk for individual locations such as the number of people 

that visit this place, whether or not it has already become the target of a terrorist attack in the 

past, its emotional value to citizens, etc. Including information like this would require additional 
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data and would also make the model very complex, however, it could show a more accurate 

picture of spatial risk distribution. 

• RTM is often called a predictive method. While this is not false, it creates the impression that it 

can be forecasted when and where the next crime (in this case terrorist attack) is going to happen. 

This is not the case, as crime and terrorism are complex phenomena that most likely will always 

stay unpredictable to some extent. However, RTM is a spatial risk estimation method, that can 

highlight areas to focus on, which can improve the distribution of resources. 

 

Future Prospects 

 

• How good is the predictive validity of this model? To answer this important question, attack data 

from the time period after December 2014 are needed. While data are available for a few months 

during the first half of 2015, it has to be considered that attacks from a much longer time period 

(ten years) were used to create this model.  

In the near future data for the whole of 2015 will be available and can then be used to find out if 

attacks really happened in those areas that were identified as being at the highest risk through the 

use of RTM. Testing the statistical validity of risk terrain maps gives them empirical credibility and 

shows with how much confidence events can be estimated. While there are different methods to 

test the validity of a model, it is recommended to use a regression analysis. Other methods also 

include the calculation of the Prediction Accuracy Index (PAI). This index is calculated by dividing 

the hit rate (how many incidents fall into cells considered to be at high risk) through the area 

percentage (how much of the study area is considered to be at high risk). The area percentage is 

important in this calculation, because a hit rate of 100% could be reached simply by considering 

the whole study area to be at high risk (Chainey, Tompson and Uhlig 2008). 

• RTM was developed not just to find out where risk is high and where it is not, but in further 

consequence to improve policing and security measures. While terrorist attacks are still 

difficult to foresee in most cases, estimating spatial risk distribution can help governments to 

distribute their human, financial, and temporal resources in an effective and efficient way. Police 

forces cannot patrol every street of a city all the time, therefore priorities must be set. While the 

knowledge of experienced police officers is important, significant scientific analysis results can 

add legitimacy to their work and might also reveal risk that was not yet identified due to a lack of 

incidents at certain locations. 

• Compared to traditional hotspot mapping, RTM has the decisive advantage of identifying areas of 

increased risk before a crime happens there. Maps showing where attacks have previously 

occurred are also helpful in risk assessment, but they sometimes miss places due to a lack of past 

attacks. RTM on the other hand can identify these areas because it focuses on environmental 

factors related to an outcome event. Additional to security measures to prevent attacks, 

emergency response in the case of an event happening at a certain location could also be 

improved. This could include the location planning for emergency service facilities, evacuation 

plans, etc. 
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• Another interesting future opportunity is the application of RTM to analyze the spatial risk 

distribution of terrorist attacks in other geographic regions and at different scales. Are factors 

correlating in Belfast also correlating in other cities or countries? Are there risk factors that are 

not significant for terrorist activity in Belfast, but elsewhere in the world? Do some risk factors 

prove to have a protective influence on attack locations elsewhere? Are there other risk factors 

that do not exist in Belfast, but correlate in other geographic regions? Answers to these questions 

would not just be interesting, but would also help future users of RTM to decide on risk factors to 

test in their study area. The more studies on this subject exist, the easier this decision becomes. It 

will also show if some risk factors are related to terrorist attacks regardless of the study area. 

• Additionally, there is more room for the testing of other possible spatial risk factors. The list of 

factors tested for this study area and time period is not a complete list of possible risk factors. 

Especially if a different geographic area is analyzed, but also for the city of Belfast, there is 

potential to improve the model by finding other correlates. For example, residences of people 

convicted of a sectarian crime in the past. These locations could influence future attacks, as in the 

past these people, their homes, and their families have been targeted as retaliation. These 

locations were not available for this analysis due to privacy issues, but could be used by the police 

themselves to improve their work (if these locations turn out to correlate with attack locations). 

Another interesting option would be to test for correlation with other crime types such as assault, 

drug crimes, arson, etc. (these possible correlates were not tested in this project, because crime 

data were not available for the whole time period). 

• There are also multiple options to narrow down the outcome event of terrorist attacks. For 

example, by limiting the attack data on a specific terrorist group. In the case of Belfast, this could 

be the IRA or UVF, in other geographic areas it could be the Islamic State. Another option would be 

to analyze a certain attack type such as suicide bombings or hostage takings or a certain type of 

weapon used, for example explosives, firearms, chemical weapons, etc. There are many different 

options to further specify the outcome event, however, one needs to keep in mind that this also 

reduces the sample size and will therefore only work in areas with a certain frequency of attacks. 
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