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Abstract

A distributed system executes one program or algorithm on multiple networked nodes. As com-
puter network systems continue growing, it becomes increasingly complex to maintain their ro-
bustness. Some of the issues that have to be dealt with in a network are: subverted systems
following an adversarial attack, unreliable transmission of data, as well as hardware failures. The
Byzantine fault model encompasses all possible faults in a system, which, among others, include
crash, timing, and omission failures. Continuous discoveries of new technologies make it imper-
ative that fault tolerance is addressed properly in mission-critical systems. We present a system
that provides functionality for testing and benchmarking on a distributed system. This frame-
work offers a common ground to be able to make a fair performance comparison of distributed
fault-tolerant protocols.

The framework’s practicality is of primary concern. This means that it should be easily deployed,
run, and maintained. Its modular design allows the code baseline to be extended and configured
with ease. Moreover, the documentation of the framework, which includes comprehensive code
documentation, as well as visual representations such as class diagrams, facilitate an easier un-
derstanding at both a lower and higher level. Implementing the framework in Java allows for
cross-platform deployment and execution, as well as an object-oriented design, which is modular
by definition.

Having a modular framework to test distributed algorithms enables the use of novel ideas, such
as network coding, for Byzantine fault-tolerant algorithms. Network coding is a way to improve
a network’s efficiency and resilience to attacks, and poses an alternative methodology to provide
Byzantine fault tolerance compared to those solely relying on cryptography. Coding essentially
breaks up data into smaller packets or combines data packets into the original form. Although the
current state of the framework does not provide a coding algorithm, the default fault-tolerant pro-
tocol implementation has the calls to an abstract coding scheme integrated to encode and decode
data. Extending the framework with a coding scheme, such as Reed-Solomon, should be a minor
task.
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Chapter 1. Introduction

1 Introduction

1.1 Problem Description

Consider a distributed system which is a labeled directed tree1 consisting of one client at the root
and storage nodes, which may be nested at different levels. For two given adjacent nodes, the
outgoing label of one is not necessarily equal to the incoming label from the same adjacent node.
Subsets of the children of any given node may be formed into storage clusters. Newly introduced
(storage) nodes may be dynamically added to a storage cluster and, by definition, be connected to
the same parent as the other nodes in the same group.

Any node in a given storage cluster may send messages to and receive messages from the nodes
in the same storage cluster. Outgoing and incoming edge labels of a parent represent, respectively,
the response time for a parent to receive acknowledgement from a child that a message has been
received, and the response time for a parent to receive a message from a child after a parent
has requested a specific message. Assume that the system is synchronous in which edge labels
are finite positive numbers and are bounded by some positive constant. This means that is this
constant is reached, a node will assume that a message has been lost or that a faulty node exists.

A parent may request a message it has sent in the past from a specific child. For any given storage
cluster, a parent may code[8] a message into smaller ones and send these fragments to a subset of
nodes in the storage cluster. In order for a message to be reconstructed under a given fault model
and coding scheme, the parent must know and decide how many children in the storage cluster
receive which fragment. This means that under a given model and configuration, it is possible to
reconstruct the original message from any given storage cluster, that is, by reading from a subset
of storage nodes in a given cluster.

Faults can be categorized into stopping and Byzantine failure models. Stopping systems can refuse
to pass on information, but cannot relay false information[22]. That is, only valid data is output by
a failed stopping system, or none at all. On the other hand, systems that exhibit Byzantine faults
may deliver arbitrary data as output, which could be the result of a software or hardware bug, or an
adversary trying to sabotage data or the calculations of these. Although it is impossible to attain
a completely fault-free computing system, it is often sufficient to tolerate a predefined number of
failures within a given time interval or provide that certain types of failure do not occur[25].

In order for a distributed system to reach consensus, that is, agree upon and eventually output a
value, it is imperative that the following conditions2 hold:

• Agreement No non-faulty processes3 decide on values different from v ∈ V , where V is
the value set from which all non-faulty processes are required to produce outputs.

• Validity If all non-faulty processes start with some initial value v ∈ V , then v is the only
possible decision value for a non-faulty process.

1 not an arborescence, i.e. for any vertex u connected to another vertex v, there also exists a directed path from v to u
2 we slightly modify the original definition from [21] to fit our model
3 each node runs an instance of the distributed algorithm in a process
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Chapter 1. Introduction 1.2. Motivation

• Termination All non-faulty processes eventually decide.

• Integrity All non-faulty processes decide on at most one value v ∈ V . If a non-faulty
process has decided on some value v, then v must have been proposed by some process.

Note that an algorithm providing these conditions guarantees correctness for the agreement prob-
lem of a distributed system under a stopping, as well as under a Byzantine failure model.

Acknowledging the existence of many Byzantine fault-tolerant protocols and consensus algo-
rithms [5][15][13][18][23] and data coding schemes[6][7][10][12][24], we propose a system that
allows a user to evaluate the performance of various combinations of these. More specifically,
we want to determine and optimize the response time of reading and writing messages to storage
clusters under a given fault model, and evaluate and elaborate on the benefits and drawbacks under
certain conditions, i.e. under different fault-tolerant protocols.

We limit ourselves to evaluating the described model above with one client and a 1-level tree.
Different storage clusters represent combinations of storage schemes and consensus algorithms,
or the lack thereof, which serve as reference points in terms of performance evaluation.

1.2 Motivation

An increasing reliance on digital data is unavoidable as more information is stored in this form
and is growing exponentially. Replication, which is easily realized with digital data, is crucial in
order to prevent data loss and also increases availability. Entities, such as consumers or businesses,
must make data globally available, e.g. over the Internet, in order to be able to share them. At
the same time, this may pose risks for sensitive data and incentivizes the use of security mecha-
nisms. Cloud services are becoming increasingly popular as more entities connect to the Internet,
share data, and want to abstract from the issues of dealing with availability and security. While
many consumers and businesses assume a fault-free service, i.e. constant availability and security
preventing unauthorized access or tampering, Cloud services have been known to fail under these
circumstances[20][27][26][28].

As the sizes of computer network systems surges in order to keep up with more data and consumer
demands, it becomes increasingly difficult to maintain the robustness of these networked systems.
Future expectations are that arbitrary faults will become more common as the physical limits
of circuits are pushed to the extremes and as the integrity of trending ubiquitous and complex
distributed systems becomes more vulnerable to compromise[11]. Continuous discoveries of new
technologies and increasing reliance on these make it imperative that fault tolerance is addressed
properly in mission-critical systems. Handling faults is becoming increasingly challenging in
complex systems and as such should be dealt with properly. Our shift to a digital reality poses a
problem with the increasing reliance on security, integrity and availability of data.

1.3 Aim of Work

In order to evaluate the performance of different Byzantine fault-tolerant protocols, a system has to
be designed and built with an architecture general enough to support these different protocols. This
system has to be easily extensible to support new protocols, flexible enough to test under different
hardware systems and topologies, and provide simple mechanisms for configuring a deployed
system. The system will be designed as a modular framework to maximize its flexibility in terms
of development, and must be easy to use in a deployed environment. That is to say, the system
should be a practical framework for testing various Byzantine fault-tolerant protocols.

Practical Framework for Byzantine Fault-tolerant Systems 2 / 27



Chapter 1. Introduction 1.3. Aim of Work

Since the extensibility of the framework is one of its key components, an ample amount of in-
formation has to be gathered about different types of existing Byzantine fault tolerant protocols
in order to determine the interfaces needed to integrate these into the system. Furthermore, it is
utterly important to show that a fault-tolerant system is indeed fault tolerant. For this purpose,
test cases have to show that using the framework under a default configuration does indeed pro-
vide the expected fault tolerance. This default configuration for testing purposes will include an
implementation of one Byzantine fault-tolerant protocol which allows the use of coding.

Practical Framework for Byzantine Fault-tolerant Systems 3 / 27



Chapter 2. Fundamentals

2 Fundamentals

2.1 Byzantine Fault-Tolerance

A reliable computer system must be able to cope with the failure of one or more of its components.
However, the resilience of such a system often overlooks the possibility of failure by receiving
conflicting or incorrect information. The problem of handling such a failure is expressed as the
Byzantine Generals Problem[16].

A distributed system containing nodes which could exhibit arbitrary faults can be modeled by
the Byzantine Generals Problem in which independent processes1 reach agreement on a common
value. Unreliable communication media or faulty processes may prevent a subset of the processes
from reaching consensus. In order for a system to tolerate Byzantine faults, it must be able to
handle arbitrary faults that failed components may exhibit. It is imperative to know that in a
system of n processes, no more than n−1

3 faulty processes can exist in the system. From this, we
define the minimum number of processes in a distributed system that can handle up to f Byzantine
faults to be n ≥ 3f + 1.

2.2 Coding

Coding is the discipline of transforming information into a sequence of symbols from a finite
alphabet. Coding has been studied extensively to provide efficient algorithms for compression[14],
security[1], and error-correction[31].

Lately, network coding has been explored for use in distributed storage systems[4], in order to
improve the reliability, efficiency, and robustness of such systems[9]. Network coding allows a
more efficient transmission of data in a network of systems and is a generalization of the conven-
tional network routing method. In contrast to a store and forward procedure, intermediate nodes
performing network coding generate output based on previous input. Network coding has been
shown to minimize bandwidth between networked storage nodes through the use of regenerating
codes[8].

2.3 State-of-the-Art

The idea of using coding techniques in Byzantine fault-tolerant (BFT) systems, more specifically
in conjunction with network coding techniques, has sprung up in research more recently[19][12].
While the performance of a BFT algorithm which employs coding has been evaluated against a
“classical” algorithm[18], this has been done on a small scale with few nodes, and there is currently
no known work of benchmarks with larger scale systems. In order to gain impartial results from
benchmarking various BFT algorithms, tests need to be run on the same platform. Current existing
libraries that provide fault-tolerance for distributed systems[2][29] do not employ or enable the
use of coding in their infrastructures, and are thus not suited for achieving our goal. Also, apart

1 in a distributed system, processes run on individual nodes
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Chapter 2. Fundamentals 2.3. State-of-the-Art

from the fact that these systems are not being actively maintained[3][30], changing a fundamental
requirement in an existing complex system could introduce further bugs. Furthermore, introducing
new functionality seems increasingly challenging in a system providing Byzantine fault-tolerance.
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Chapter 3. Methodological Approach

3 Methodological Approach

3.1 Design

We first define our domain as a class diagram in figures 3.1-3.3.

The concept of an AbstractStorageEntity denotes any node1 that can read and write data. Data
is transmitted between nodes in a wrapper class StoragePackage, which are distinguished from
one another by a universally unique identifier (UUID)[17].

An AbstractPackageHandler manages a StoragePackage for a given AbstractStorageEntity

in a separate thread. The AbstractPackageHandler can, for example, forward a StoragePackage
to another AbstractStorageEntity or decode a queue of encoded StoragePackages. The pub-
lic constructors and methods of AbstractPackageHandler which implement functional require-
ments2 are shown in listing 3.1.

1 //Constructor to prepare the AbstractPackageHandler for reading or writing.
2 public AbstractPackageHandler(AbstractStorageEntity requester,

↪→ AbstractStorageEntity requestee, StoragePackage storagePackage);

3 public void addPendingPackage(StoragePackage storagePackage);

4 public void closeServerSocket();

5 public void run();

Listing 3.1: AbstractPackageHandler interface

The purpose of the constructor in listing 3.1 is to prepare an instance of the class for either reading
or writing. The executed command is determined by the type of StoragePackage, StoragePackageType.
That is, if the passed StoragePackage is of type StoragePackageType.READ, then the package
handler is to request a read from the given requestee. The run() method enables the instance to run
in a separate thread, whereas the addPendingPackage() method adds a given StoragePackage to
the package handler’s queue of packages pending to be processed.

After an AbstractPackageHandler has been created by an AbstractStorageEntity for a given
StoragePackage, corresponding StoragePackages, i.e. those with the same UUID as the orig-
inal StoragePackage passed to the constructor, may be added to the package handler’s pro-
cessing queue. This processing queue could be used to reconstruct the original data of a given
StoragePackage, in case the original data is coded, or to determine if a certain number of ac-
knowledgments or corresponding packages have been received from other nodes in the same clus-
ter, which is useful under a Byzantine fault model. The closeServerSocket() method is used
to clean up a package handler, that is, close all open sockets, after a StoragePackage has been
successfully written or read.

AbstractFTProtocolHandler is a subclass of AbstractPackageHandler which coheres to a
stricter processing sequence for StoragePackages. That is, a StoragePackage is processed by

1 as described in section 1.1
2 Although the specification of this framework defines mostly non-functional requirements, any specific implementa-

tion or extension of it could employ functional requirements.
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Figure 3.3: Framework class diagram — StoragePackage

Practical Framework for Byzantine Fault-tolerant Systems 9 / 27



Chapter 3. Methodological Approach 3.1. Design

instances of AbstractStorageEntity in a defined order, which is determined by the constructors
of AbstractFTProtocolHandler. Also, the notion of a client- and server-side is further under-
scored in AbstractFTProtocolHandler. The constructors for AbstractFTProtocolHandler are
shown in listing 3.2.

1 //Constructor called on the client side to prepare the
↪→ AbstractFTProtocolHandler for reading or writing.

2 public AbstractFTProtocolHandler(StorageClient requestor, StorageCluster
↪→ requestee, StoragePackage storagePackage);

3 //Constructor called on the server side to prepare the
↪→ AbstractFTProtocolHandler for reading or writing.

4 public AbstractFTProtocolHandler(StorageServer requestor, StorageCluster
↪→ requestee, StoragePackage storagePackage);

Listing 3.2: AbstractFTProtocolHandler constructors

The goal of implementing a subclass of AbstractFTProtocolHandler is to define a fault-tolerant
protocol which writes to and reads from a StorageCluster. Since the subclass contains the logic
for both the client- and server-side, the protocol is inherently encapsulated inside one entity. In
addition to providing a certain level of fault-tolerance, a protocol might employ coding or use
hashing as a form of data verification. Throughout this text, the use of protocol could denote one
that is fault-tolerant, Byzantine fault-tolerant, or not fault tolerant. The fault-tolerance level should
be clear from the context.

AbstractCodingScheme is an abstract class which requires its subclasses to implement the fol-
lowing two methods, which together define a coding scheme:

1 public byte[] decode(ICodable codedObject, List<byte[]> data);

2 public List<byte[]> encode(ICodable codableObject, int numDataBlocks);

Listing 3.3: AbstractCodingScheme abstract methods

As with the AbstractFTProtocolHandler, defining all processes in one class provides better
encapsulation. The goal of the encode() and decode() methods is to provide functionality to
break up the data of a codable object3 into a list of bytes, as well as to reconstruct the original
data from a list of ICodable objects. That is, the methods encode() and decode() are inverse
functions of each other.

Even though StoragePackage is the only class implementing ICodable, the latter is used as a
parameter type for the methods in listing 3.3 in order to abstract and emphasize the functionality
of AbstractCodingScheme. Furthermore, AbstractCodingScheme is implemented as an abstract
class, rather than an interface, because of the use of reflection in the class CodingSchemeFactory.
Constructor arguments of a generic class are required in order to instantiate objects of a specific
class, which is not possible with an interface. In this case, AbstractCodingScheme is used to
retrieve a class’s constructors and their respective arguments in order to instantiate subclasses. An
example of reflection for this purpose can be found in listing 3.4.

1 //initialize codingSchemes with all values of CodingSchemeType and map to
↪→ classes that implement AbstractCodingScheme and have the same name as
↪→ the type value

2 private Map<CodingSchemeType, Class> codingSchemes;

3 public static AbstractCodingScheme get(CodingSchemeType codingScheme) {
4 Class[] constructorArgs = new Class[] {};

3 an object whose class implements ICodable
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Chapter 3. Methodological Approach 3.1. Design

5 Constructor<AbstractCodingScheme> ctor;
6 try {
7 ctor = getInstance().codingSchemes.get(codingScheme)
8 .getConstructor(constructorArgs);
9 return ctor.newInstance();

10 } catch (Exception e) {
11 // log error
12 }
13 return new DefaultCodingScheme();
14 }

Listing 3.4: CodingSchemeFactory get() method

While the implementation of the get() method shown in listing 3.4 is specifically for AbstractCodingScheme,
the factory pattern is used for any class that is intended to be subclassed or created at runtime by
means of a configuration entity, such as a configuration file. The following factories are to be
implemented for their respective classes:

• CodingSchemeFactory

• FTProtocolHandlerFactory

• StorageClusterFactory

• StorageNodeFactory

• StorageServerFactory

• StoragePackageFactory

The factories for all subclasses of AbstractStorageEntity, as well as the one for StoragePackage,
create instances of their respective classes by reading a configuration entity, while CodingSchemeFactory
and FTProtocolHandlerFactory use reflection to allow easy subclassing of their respective classes.
By employing the strategy of reflection, creating a new subclass of AbstractCodingScheme or
AbstractFTProtocolHandler becomes trivial. The only adaptation required is to create a new
class that extends the desired superclass, and to create a new entry inside of the respective enum

type, i.e. add a new enum value with the class name inside of CodingSchemeType or FTProtocolType.

Given that the framework needs to be configurable, data, as well as configuration parameters, are to
be sent in a StoragePackage, since communication between AbstractStorageEntities is per-
formed via this wrapper class. For this reason, various flags need to be set in order to differentiate
types of StoragePackages. For example, StoragePackageType marks a StoragePackage as a
data or configuration entity. Further configuration flags inherent to the framework are contained in
HashingSchemeType and CodingSchemeType. Also, AbstractStoragePackageMetaData may be
subclassed in order to tag a StoragePackage with arbitrary data, which could be used by concrete
implementations of AbstractPackageHandler.

StorageClient and StorageServer denote two starting points of execution on the client- and
server-side, respectively. A client may write a StoragePackage, which is ultimately stored on the
server-side, and it may also read a given StoragePackage, based on its UUID, which is retrieved
from one or more instances of StorageServer.

In order to benchmark the system described in section 1.1, we describe a sequence diagram in
figures 3.4 and 3.5 for the client- and server-side, respectively. These diagrams show the flow
of a StoragePackage that originates from a StorageClient and is distributed and stored among
the StorageNodes. An acknowledgment is ultimately sent back to the StorageClient from each
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StorageNode after a valid StoragePackage has been decided upon. Benchmarks are performed
by evaluating the cost of the following metrics:

network bandwidth
The total number of bytes transmitted over the network. In the case of writing, this is
measured from the time at which a StorageClient first submits a StoragePackage for
writing, until it is acknowledged that the StoragePackage has been stored. In the case
of reading, this is measured from the time at which a StorageClient first requests a spe-
cific StoragePackage, until the original data of the StoragePackage has been received or
reconstructed by the StorageClient.

storage
The total number of bytes stored on each StorageNode after a StorageClient requests a
specific StoragePackage to be written.

time
This metric is defined by the time it takes for a StoragePackage to be written or read. The
interval markers for these actions are the same as those for network bandwidth.

The storage logic is defined by the StorageNode entity. Although StorageServer is coupled with
StorageNode, the latter may be used on the client side too. Depending on the implementation,
a StorageNode may store data locally on a server or use a third-party API for remote data stor-
age, e.g. Amazon S3 or Microsoft Azure. For scope of this work, StorageNodes will only be
instantiated on the server side, and thus the terms node and server will be used interchangeably.
Furthermore, only local storage space will be used for benchmarking purposes, since implement-
ing the use of remote data storage is not in the scope of this work.

3.2 Models

We define a Byzantine fault to be one that renders a StorageServer unreliable. An unreliable
StorageServer may withhold or tamper with the data of a StoragePackage as it propagates
through the system, which could happen because a StorageServer goes offline or maliciously
alters the data. As shown in figures 3.4 and 3.5, a StoragePackage is handled differently, depend-
ing on whether it is written to or read from a StorageCluster which is fault-tolerant or not. If
it is, then the respective subclass of AbstractFTProtocolHandler is instantiated, otherwise the
StoragePackage is processed by the default sequence of AbstractProtocolHandlers.

In a fault-tolerant cluster, the protocol, i.e. the implementing instance of AbstractFTProtocolHandler,
must be able to recognize a faulty StoragePackage. A faulty StoragePackage might be one that
is received out of sequence, e.g. if an acknowledgment for a package has been received before
a corresponding data or configuration StoragePackage has been received, or if the data does not
correspond with the majority of the received StoragePackages for a given UUID. Since there is a
minimum threshold for the number of StoragePackages received, one that is withheld for a given
amount of time is considered faulty. In general, anything that deviates from the intended flow of a
StoragePackage’s lifecycle is considered a fault.

Taking into account the system architecture described in section 3.1, we present DefaultFTProtocol,
an algorithm to handle fault-tolerant reads and writes. For this protocol we use a multi-reader
multi-writer model, meaning that many clients may write to and read from the storage system.

Hashing is used for fast verification of data equivalence. For example, when a server node sends
a confirmation to the client that a StoragePackage has been stored, it may send the data’s digest
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Figure 3.4: Framework sequence diagram — Client-side
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l oop

[for each StorageCluster]

a l t

[storageServer.runningPackageHandlers.containsKey(storagePackage.getUuid()) && storagePackage.getType != ACK]

[else]

[storageCluster.isFTCluster()]

a l t

[storageServer.runningPackageHandlers.containsKey(storagePackage.getUuid())]

StorageClient

StorageClientPackageHandler

StorageCluster

StorageServerPackageHandler

StorageNodePackageHandler

StorageClusterPackageHandler

StorageNode

AbstractFTProtocolHandler

StorageServer

AbstractFTProtocolHandler

6: writeToCluster(storageCluster, storagePackage)

4: write(storageClient, storagePackage)

2.1: new(storageClient, storageCluster, storagePackage)

2: write(null, storagePackage)

16.1: new(storageServer, storageNode, storagePackage)

14.1: new(storageServer, storageNode, storagePackage)

7.1: new(storageServer, storageCluster, storagePackage)

15: run()

8: run()

1: run()

13: run()

5: run()

3: run()

4.1: run()

12: new(storageCluster, storageNode, storagePackage)

4.2: new(storageClient, storageCluster, storagePackage)

10.1: addPendingPackage(storagePackage)

17: writeToTcp(storagePackage)

18: run()

16: write(storageServer, storagePackage)

19: writeToTcp(storagePackage)

14: writeToTcp(storagePackage)

10.3: writeAckToCluster()

10.2: writeAckToNode()

11: write(storageServer, storagePackage)

10: writeToTcp(storagePackage)

9: writeToNode(storageServer, storagePackage)

7: writeToTcp(storagePackage)

Visual Paradigm for UML Community Edition [not for commercial use] 

Figure 3.5: Framework sequence diagram — Server-side
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instead of the full data. Coding is used to save space on each server node, since the full data may
be recovered by reading from multiple server nodes and combining/decoding it. The pseudocode
of the algorithm for client- and server-side reading and writing can be found in listings 4.1-4.4. A
high-level description of the protocol follows in section 3.3.

3.3 Implementation

When a StoragePackage p is to be stored remotely, it is written by a client to every locally
defined StorageCluster. Every StorageCluster then executes a package handler respective
to its defined protocol, and the client waits for responses from each cluster in these individual
threads. In the case of a StorageCluster employing DefaultFTProtocol, the respective subclass
of AbstractFTProtocolHandler bearing the same name as the protocol, is instantiated. The full
data is then written to the primary server S0 of each cluster using DefaultFTProtocol. The
protocol proceeds as follows:

If the client receives more than f + 1 faulty responses from the servers in a given cluster, or if a
timeout is reached before f+1 non-faulty packages have been received, the client may reconfigure
the cluster by choosing a new S0, and then writes p to the newly chosen S0. From the client’s
perspective, a non-faulty package is one that matches the data of the original package p.

After S0 has received p, it starts the first round of communication among the servers by sending
pi to every backup server Si, where pi denotes the first package received by Si from S0. pi is then
sent by Si to all other Sj , j 6= i.

Once the client receives f + 1 non-faulty packages, it is marked as non-speculative and sends an
acknowledgment to all Si to commit the StoragePackage, and likewise, mark it as non-speculative
on the server-side. At this point, it can be assured that the data has been received by at least 2f +1
nodes. This is because a non-faulty server node will only send an acknowledgment to the client
once 2f packages have been received and at least f of those are non-faulty. From a server’s
perspective, a non-faulty package corresponds with pi, the first package received from S0.

In the case when reading, a similar execution occurs as when writing. The client sends a StoragePackage
of StoragePackageType READ and containing the identifying UUID of p to S0. S0 then forwards
the same StoragePackage to all Si, i 6= 0. If Si has previously committed a package with the
given UUID, Si returns pi to the client. Otherwise, if Si has not committed a package with the
corresponding UUID, Si requests pj from all Sj , j 6= i, as well as pi from S0. pi will be committed
if f + 1 non-faulty responses have been received within a given time limit, and pi will be sent to
the client. If more than f faulty packages have been received, or if the read times out on the server,
a non-faulty server will not respond to the client’s request. Note that the case when more than f
faulty packages have been received is only possible when S0 is faulty. Once the client has received
f + 1 matching and non-speculative packages, it can be assured that the data matches what the
client sent originally, since a non-faulty server will never mark a package as non-speculative if it
has not been committed by the client.

Since many clients may read and write to the system, it is possible that two different clients write
conflicting StoragePackages with the same UUID at the same time. In this case, a server node will
prefer the StoragePackage with a lower timestamp, i.e. the one that has been received first from a
client C0. If a server receives a write request from a different client C1, and the StoragePackage

from C0 has not yet been committed, then server will send a notification to C1 with C0’s original
request. C1 may then choose to accept the data written by C0 or attempt to overwrite it at a later
point.
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This same logic for writing data is used when reconfiguring a StorageCluster. For example, let
us assume that a client C0 chooses to reconfigure a StorageCluster. Before the request has been
committed, a different client, C1, sends a reconfiguration request to the primary S0. If C1 sends
the request to any other server, the request will be dropped, because any Si, i 6= 0 will only accept
requests from S0. Likewise, S0 accepts any write requests that are not from Si. S0 will recognize
that a different client has made a request with the same UUID and will respond to C1 with the
current speculative data. C0’s request will continue as expected, and C1 may choose to send its
request again, use the speculative data, or send a read request. In the best case, the read request
will result in at least f + 1 matching responses. If this is not the case, then the write request from
C0 has not yet been committed.
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4 Algorithms

4.1 DefaultFTProtocol

Following is the default fault-tolerant algorithm implementation, DefaultFTProtocol, which sup-
ports coding, as well as fast data verification, i.e. using hash values to quickly compute the equiva-
lence of data packets. The algorithm is divided into four sections, a client- and server-side for both
writing and reading a StoragePackage. We use the following definitions within the algorithm:

node An instance of StorageServer.

f Maximum number of failed nodes in a cluster that the algorithm can handle.

N ≥ 3f + 1 = ‖StorageCluster‖, the number of nodes in a cluster.

Si Reference to a particular node, where S0 is the primary node of any given cluster.

p The StoragePackage containing the original data sent from the client, which is to be stored
remotely.

pi Reference to the particular StoragePackage stored on node Si. Note that when no coding is
used, pi’s encapsulated data equals p in the non-faulty case.
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input : The StoragePackage p to be stored.
output: Confirmation that p has been stored.

1 foreach StorageCluster do
2 write p to S0;
3 end
// for each StorageCluster, wait for ACKs in separate

threads...
4 packages_verified← 0;
5 packages_processed← 0;
6 verified← false;
7 while verified = false do
8 pi ←poll(StoragePackage queue);
9 if pi is request already made by other client then

10 break current loop;
11 if not coding flag set then
12 if hashing flag set then
13 if hash(pi)=hash(p) then
14 packages_verified←packages_verified +1;
15 else
16 if pi = p then
17 packages_verified←packages_verified +1;
18 packages_processed←packages_processed +1;
19 if packages_verified ≥ f + 1 then
20 verified← true;
21 else
22 if hashing flag set then
23 if hash(pi)=hash(p) then
24 packages_verified←packages_verified +1;
25 packages_processed←packages_processed +1;
26 if packages_verified ≥ f + 1 then
27 verified← true;
28 else decoding happens on client side
29 if ‖StoragePackage queue‖ ≥ f + 1 and packages_processed ≤ f then
30 packages_processed←packages_processed +1;
31 decode data from queue;
32 if decoding successful then
33 verified← true;
34 if (packages_processed− packages_verified) ≥ f + 1 and verified = false or

timer_expired() then
35 choose new S0 and write new StorageCluster configuration;
36 if configuration request preceded by another client’s then
37 update local configuration;
38 packages_verified← 0;
39 packages_processed← 0;
40 write p to S0;
41 end

Algorithm 4.1: DefaultFTProtocol client-side write
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input : The StoragePackage p to be stored
output: ACK from at least every non-faulty server to client containing the full data or

digest of pi

// primary node (S0):
1 if new write request received from client then
2 code p into p0 . . . pN−1 so that the original data can be recovered by reading f + 1

different error-free pi;
3 foreach Si, i 6= 0 do
4 write pi to Si;
5 end
6 else write request has already been received from another client, but not yet committed
7 respond to new client with previous client’s request;
// each Si:

8 foreach Sj , j 6= i do
9 write pi to Sj ;

10 end
11 packages_verified← 0;
12 packages_processed← 0;
13 verified← false;
14 while verified = false do
15 pj ←poll(StoragePackage queue);
16 if not coding flag set then
17 if hashing flag set then
18 if hash(pi)=hash(pj) then
19 packages_verified←packages_verified +1;
20 else
21 if pi = pj then
22 packages_verified←packages_verified +1;
23 packages_processed←packages_processed +1;
24 if packages_verified ≥ f + 1 then
25 verified← true;
26 if packages_processed ≥ f + 1 and verified = false then
27 break current loop;
28 else
29 if ‖StoragePackage queue‖ ≥ f + 1 and packages_processed ≤ f then
30 packages_processed←packages_processed +1;
31 decode data from queue;
32 if decoding successful then
33 verified← true;
34 if (packages_processed− packages_verified) ≥ f + 1 and verified = false or

timer_expired() then
35 break current loop;
36 end
37 repeat
38 send ACK to client containing pi with the full or hash of the (decoded) data;
39 until ACK received from client;wait a defined interval between sending ACKs to client
40 if ACK from client matches pi then
41 remove speculative flag from pi
42 commit pi;

Algorithm 4.2: DefaultFTProtocol server-side write
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input : UUID of a stored StoragePackage

output: The requested StoragePackage p

1 foreach StorageCluster do
2 write UUID to S0;
3 end
// for each StorageCluster, wait for ACKs in separate

threads...
4 packages_processed← 0;
5 verified← false;
6 H ←new hash table; // contains received data (at most f + 1
different keys possible)

7 while verified = false do
8 p←poll(StoragePackage queue);
9 if not coding flag set then

10 if hashing flag set then
11 if contains(H , hash(p)) then
12 H[hash(p)]← H[hash(p)] + 1;
13 else
14 H[hash(p)]← 1;
15 if H[hash(p)] ≥ f + 1 then
16 verified← true;
17 else
18 if contains(H , p) then
19 H[p]← H[p] + 1;
20 else
21 H[p]← 1;
22 if H[p] ≥ f + 1 then
23 verified← true;
24 packages_processed←packages_processed +1;
25 else
26 if ‖StoragePackage queue‖ ≥ f + 1 and packages_processed ≤ f then
27 packages_processed←packages_processed +1;
28 decode data from queue;
29 if decoding successful then
30 verified← true;
31 if packages_processed ≥ f + 1 and verified = false or timer_expired() then
32 choose new S0 and write new StorageCluster configuration;
33 if configuration request preceded by another client’s then
34 update local configuration;
35 packages_processed← 0;
36 write UUID to S0;
37 end

Algorithm 4.3: DefaultFTProtocol client-side read
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input : UUID of a stored StoragePackage

output: The requested StoragePackage pi

// primary node (S0):
1 foreach Si, i 6= 0 do
2 write UUID to Si;
3 end
// each Si:

4 if not UUID stored then
5 pi ← null;
6 foreach Sj , j 6= i do
7 request pj from Sj ;
8 end
9 packages_processed← 0;

10 verified← false;
11 H ←new hash table; // contains received data (at most f + 1

different keys possible)
12 while verified = false do
13 p←poll(StoragePackage queue);
14 if not coding flag set then
15 if hashing flag set then
16 if contains(H , hash(p)) then
17 H[hash(p)]← H[hash(p)] + 1;
18 else
19 H[hash(p)]← 1;
20 if H[hash(p)] ≥ f + 1 then
21 verified← true;
22 else
23 if contains(H , p) then
24 H[p]← H[p] + 1;
25 else
26 H[p]← 1;
27 if H[p] ≥ f + 1 then
28 verified← true;
29 packages_processed←packages_processed +1;
30 else
31 if ‖StoragePackage queue‖ ≥ f + 1 and packages_processed ≤ f then
32 packages_processed←packages_processed +1;
33 decode data from queue;
34 if decoding successful then
35 verified← true;
36 if packages_processed ≥ f + 1 and verified = false or timer_expired()

then
37 break current loop;
38 end
39 write pi to client;

Algorithm 4.4: DefaultFTProtocol server-side read
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5 Implementation Results

The implementation of the framework in Java allows it to be run on multiple platforms. This can
be beneficial in an environment where Byzantine faults are anticipated. Due to the fact that the
framework can easily be executed on distinct platforms, a failure on one particular platform would
not necessarily occur on a different one. For example, if a particular execution of bits results in an
error on one type of CPU due to a hardware bug, one or more CPUs performing the same execution
could counterbalance that bug.

Another example where running different platforms could be beneficial is if one particular operat-
ing system bears a security bug. Also in this case, if an underlying operating system is subverted by
an adversary and is potentially brought to a halt or spews out false information, the uninterrupted
systems could compensate for that matter.

The multi-threaded characteristic of the framework allows CPU- and time-intensive tasks to be
performed in parallel without inhibiting the main thread of execution. Given the potentially erratic
behavior of a system under a Byzantine fault model, different threads could be used to detect or
even correct errors. Speculative executions in a BFT system has already been investigated[15],
and it is this speculative nature that the framework takes advantage of in the default BFT-protocol
implementation. That is, once a server node receives a package, it is immediately stored on its
associated storage node. Note that the framework’s current implementation status is that only the
local storage system can be used.

The package that has been stored at this point is only marked as non-speculative once an acknowl-
edgment from the originating client has been received. Of course, the acknowledgment from the
client must correspond with the previously stored package in order to mark it as non-speculative.
A corresponding package is one whose data or hash value matches that of the stored package.
In the case of a coded package, depending on the coding scheme, one or more corresponding
packages may be needed to for a decoding operation in order to detect an error or to retrieve the
original data. In fact, under a Byzantine fault model, we would need a minimum of f +1 different
packages in order to at least detect a fault. This is because we cannot assume that one single given
package contains valid data.

In order to fully take advantage of the framework and to be able to acquire meaningful benchmark-
ing results, some of the framework’s sought features still remain to be implemented and/or de-
bugged: server-side reconfiguration, more storage node types, and coding schemes. Even though
the calls to an abstract coding scheme have been integrated into the code, the actual functionality
of encoding and decoding by a concrete coding scheme, such as Reed-Solomon[18], still needs to
be done.
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6 Discussion

Even though we have introduced yet[2] another[29] storage framework for a distributed system,
the modular design of the presented framework will hopefully allow future changes and extensions
to be implemented more easily. Furthermore, the generality of the framework should be able
to incorporate various types of distributed algorithms. Added functionality such as hashing or
coding, as well as the ability to tag a StoragePackage with abstract metadata, should be flexible
and versatile enough to accommodate distributed algorithms of different nature.

When benchmarking the performance of several algorithms, it is utterly important that the same
platform is used as a baseline, otherwise the results could be rendered incomparable; seemingly
minor differences on one platform could draw an accidental advantage over another platform. For
example, if a client reads data from two different remote systems, both of which perform different
consensus algorithms before returning a response to the client, one of the remote systems could
gain an unfair advantage if the data is kept in memory at all times.

This framework provides a common ground for the purpose of benchmarking the relative perfor-
mance of distributed algorithms. The algorithms should essentially differ in the operation of dis-
tributing data between nodes and in the assumptions made about the validity of data. Of course,
it would also be possible to compare the read and write performance of different cloud storage
providers if these were to be implemented, though this is not the primary goal of the framework.

Nevertheless, providing an abstract storage facility in the framework allows for more diverse test-
ing environments. For example, many cloud storage providers provide varying degrees of relia-
bility for their storage solutions. Also, different remote storage systems serve varying degrees of
response time, which could be another aspect of interest when designing a distributed fault-tolerant
protocol.

Although it is difficult and perhaps even impossible to test remote cloud storage solutions in the
faulty case, one could make assumptions about the infrastructure and compare the performance in
the non-faulty case to that of a local storage solution. That is, one would write to one single node
which writes to the cloud storage system. The comparison system would be a cluster of nodes
that store to the local file system. Of course the cluster of nodes writing to a local file system
would have to provide a similar level of fault tolerance as the cloud storage system. The default
fault-tolerant protocol might be appropriate for a comparison of this sort.

One assumption that the framework’s default fault-tolerant protocol makes is that clients are non-
faulty. Although this assumption may seem bold, it does not impact the stability of the sys-
tem. A faulty client is considered one if it writes different data values for a given UUID of a
StoragePackage to the server nodes. Since a server node will only accept a given StoragePackage

as valid if it if it received 2f corresponding packages from other server nodes, there is no way for
a faulty client to confuse the servers in this sense. That is, a server will only accept a proposed
value if there are at least 2f +1 nodes that have accepted that same value. This means that a client
cannot force a non-faulty server to accept invalid data. Furthermore, if f of these 2f +1 nodes are
faulty, a future retrieval of the information will result in the majority always returning the original
data.

Another assumption that was made when designing the protocol is that a client’s upload rate to
servers is limited and that the bandwidth between the servers is significantly faster. For this reason
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the client writes the full data only to the primary server of any given cluster and further interaction,
e.g. acknowledging receipt of some data, happens directly with the servers.

One disadvantage of the protocol is that as the number of tolerated failures f increases, the amount
of data that has to be stored in memory increases. This does not pose to be a problem under a small
server load or small packets of data, but as the number of potential failures increases, so does the
number of matching packages required to verify their validity. Until a given package has not been
verified, it remains in memory.
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